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Linux is the most widely using Operating as well as raising
in the market due to it’s feature of open source
development model, Unix like Operating System, Secure and
Stable. There are lots of Linux Distributor like RedHat,
SuSe, Caldera, Mandrek etc. Among them Redhat 1is the
Premier among all the distributor. So, Redhat Saying Leader
of Open source.

About Redhat Enterprise Linux 5

Redhat Enterprise Linux 1s more than just the operating
System. It 1i1ncludes the wide variety of commands,
applications and utilities. Some new features are added on
RedHat Enterprise Linux 5: like SELinux (Security Enhanced
Linux), LVM (Logical Volume Manager) Version 2, Mdadm Raid
Tools, 2.6.X Version Kernel as well as more performance on

Kernel and X Window System.

Redhat also provides the top Level Training and
Certification on Linux. When I°m writing this book, Redhat
has four Certifications.

e RHCT (Redhat Certified Technician): Which 1i1s called
the entry level on Redhat Certification, which covers

the system Administration level.

e RHCE (Redhat Certified Engineer): Which covers the
most of the Network and Security Configuration.

e RHCA (Redhat Certified Architect):
e RHCSS (Redhat Certified Security Specialist)
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Till now all Redhat’s Certification is Practical Based
exam, so 11t unique and most challenging then other
certifications in the world. That’s  why it’s a
professional”s choice on number one survey taken by

www.certcities.com. To be familiar on Redhat Exam RHCT you

can go through the TestKing RH202 Questions and Answers.

Under Red Hat Enterprise Linux 5, the certification exam
consists of two parts conducted

in a single day. The exam 1is performance-based, meaning
that candidates must perform

tasks on a live system, rather than answering questions

about how one might perform

e Section 1: Troubleshooting and System Maintenance (2.5
hours)
e Section I1: Installation and Configuration (3 hours)

In order to pass the Red Hat Certified Engineer exam under
Red Hat Enterprise Linux 5, you must meet all of the
following requirements:

e a score of 80 or higher on Section 1, consisting of five
compulsory and five

e successful completion of the Tfive Section 1 compulsory
troubleshooting problems within one hour of that section®s
start time;

e 70 percent or more on the RHCT-level skills iIn Section
11;

e 70 percent or more on the RHCE-level skills iIn Section
1.
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These last two requirements enable RHCEs to demonstrate
that they possess both RHCT level and RHCE-level skills, as
well as enabling a person who only has RHCT level skills

to earn RHCT 1f they pass the required competencies.

Before Attending to Exam: Are you excellent

on following? Can you do independently?

Components of the RHCT exams

The RHCT exam i1s a subset of the RHCE exam, and 1is
organized as follows:

e Troubleshooting and System Maintenance — 1 hour

e Installation and Configuration — 2 hours

In order to earn RHCT, one must successfully complete all
the requirements in

Troubleshooting and System Maintenance, and must achieve a
score of 70 or higher on

Installation and Configuration section.

RHCT skills

Troubleshooting and System Maintenance

RHCTs should be able to:

- boot systems into different run levels for
troubleshooting and system maintenance

e diagnose and correct misconfigured networking

e diagnose and correct hostname resolution problems
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e configure the X Window System and a desktop environment

e add new partitions, Tilesystems, and swap to existing
systems

e use standard command-line tools to analyze problems and
configure system

Installation and Configuration

RHCTs must be able to:

e perform network OS installation

e implement a custom partitioning scheme

e configure printing

e configure the scheduling of tasks using cron and at

e attach system to a network directory service, such as NIS
or LDAP

e configure autofs

e add and manage users, groups, and quotas

e configure filesystem permissions for collaboration

e install and update RPMs

e properly update the kernel RPM

e modify the system bootloader

= implement software RAID at install-time and run-time

e use /proc/sys and sysctl to modify and set kernel run-

time parameters

Components of the RHCE exams

For RHCE exams given on Red Hat Enterprise Linux 3 and
higher, the exam i1s organized
as follows:
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e Troubleshooting and System Maintenance — 2.5 hours

e Installation and Configuration — 3.0 hours

In order to earn RHCE, one must successfully complete all
the RHCT-Ilevel

Troubleshooting and System Maintenance requirements, and
successtully complete

enough additional RHCE 1i1tems to earn a score of 80 or
higher overall on the section.

In addition, one must score 70 or higher on the RHCT items
of Installation and

Configuration, and 70 or higher on the RHCE components of

that section.

RHCE skills

Troubleshooting and System Maintenance

RHCEs must demonstrate the RHCT skills listed above, and
should be able to:

e use the rescue environment provided by first installation
CD

e diagnose and correct boot Tfailures arising from
bootloader, module, and

Tilesystem errors

e diragnose and correct problems with network services (see
Installation and

Configuration below for a list of these services)

= add, remove, and resize logical volumes
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Installation and Configuration

RHCE must demonstrate the RHCT-level skills listed above,
and they must be capable of

configuring the following network services:
e HTTP/HTTPS

< SMB

< NFS

e FTP

e Web proxy

e SMTP

< IMAP, IMAPS, and POP3

= SSH

< DNS

For each of these services, RHCEs must be able to:

install the packages needed to provide the service

configure the service to start when the system is booted

configure the service for basic operation

Configure host-based and user-based security for the

service

RHCESs must also be able to:

= configure hands-free installation using Kickstart
< implement logical volumes at install-time

e use PAM to implement user-level restrictions

Getting Red Hat Enterprise Linux 5

The Red Hat exams are based on your knowledge of Red Hat

Enterprise Linux 5. When you take the RHCT exam, i1t is the
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standard PC of intel compatible with better Pentium and at
least 256MB RAM.

There are four Edition of RedHat Enterprise Linux are
available on Market. They will charge according to your
hardware profile, number of system required support from
Redhat etc.

e RHEL 4 Advanced Server (AS) : Design to hose
organization having large network.

e RHEL 4 Enterprise Server (ES) : Design to those
organization having middle level of Network

e RHEL 4 Workstation (WS): Client of AS and ES Server.

e Redhat Desktop: Stand alone clients from Redhat, Which

provides the most used applications.
How to Prepare for the Exam?

On Every Section | wrote that you should able to do
independently, read all carefully do practice more and go
through also TestKing Questions and Answer of RH202 which
iIs RHCT exam code.
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Section 1

Redhat Enterprise Linux 5 Foundation

Can you do independently ?

Linux Filesystem Hierarchy
Identifying the file type

Working with Simple Linux Command i.e cp, mv, rm,

mkdir, rmdir etc

Exploring commands using man, info etc
Working with Vi Editor

Working with Removable Device

File Compression, archiving

Variables, functions, aliases etc
Printing the Documents

Finding files and directories

String Processing with head, tail, sort, grep, wc, cut

etc
The Linux File system Hierarchy
/ The root Filesystem also called the top
level directory in Linux
/boot The /boot Directory contains the Kernel and

all boot related Files

/bin, /Zusr/bin | All User commands
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/sbin, Administrative Commands

/usr/sbin

/etc Most configuration files.

/var Also called the Variables, contains the Most
Log files, Spooling fTiles etc.

/home Most user’s home directory

/1ib Contains the Shared libraries used by kernel
as well as different programs.

/media Typical Mount Point for Removable Devices ie
CDROM, Floppy and USB Flash Disks

/mnt Mount Point for NFS (Network File Services),
SAMBA etc

/dev All Block Device as well as Character Device
Tiles

/proc Virtual File system contains the information
about the Running Kernel.

/selinux Like /proc Virtual File system, contains the
SElinux configuration information.

/root Home Directory of root (also called the
Super User) user.

/tmp Contains the Temporary files/directories.

/opt Directory for Third party Products.

Each Directory Mount to different Partition except some

directory. Some directory should include with / means you

can’t create different partition and mount.

Example: /, /lib, /bin, /sbin, /etc, /dev These Directories

can’t separate from the /.

Working With Linux Command:
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Is : List the contents of Directory

Systax: Is [options] path

-1 - Long Listing

-r - In reverse Order

-s -> With Size

-R - With Sub-contents

-a - Normal as well as hidden contents

Example: Is —a : it list all hidden as well as normal

contents of current directory.

Is —1 /etc/ : It list all contents of /etc with long
listing.

When you use the Is —1 command you can see the long

listing. i1.e

-rw-r-xr-x 1 root root 1234 10:25:20 1 April 2006

narayan.txt

First Column contains total 10 characters, Among then first
Character represents the Nature of file.

- > Normal File can read using cat command.

d - Direcotry

I > Link File
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c = Character Device File
d > Block Device File
p —> Named Pipe

s = Socket

2,3,4 character represents the permission to owner user.
r - Read

W 2> Write

X - Execute

Always rwx comes in order if you get — in order that means

no permission.

5,6,7 character represents the permission to owner group

member

8, 9, 10 character represents the permission to other

(neither owner user nor member of owner group).

Permission | Owner Owner Size in |Created File Name
and file User Group bytes Date and
type Time
-rw-r-xr-x | Root Root 1234 10:25:20 | narayan.txt
1 1 April

2006
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cd :© Change the Directory.
cd directory - To use the directory
cd .. 2 To jump to parent directory
cp: Copy Command
Syntax: cp [options] source destination
-1 - Interactive
-R - Recursive Copy
-F - Forcely Copy
mv : Move Command
Syntax: mv source destination
mkdir : Create the new directory
Syntax: mkdir directoryname
rmdir: removes the blank directory
Syntax: rmdir directoryname
rm : Removes fTiles as well as directories
Syntax: rm [options] fTile/directory
-1 2> Interactive

-f > Forcely
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-R > Recursively
cat : Multiple purpose command to read or create the file

cat Tilename: displays the contents of file on standard
output.

cat >Filename: Redirects the contents of standard input

into file.

cat >>filename: Append the contents of standard input into
file.

touch: Creates the blank file.

Example: touch filename

tty: Displays the terminal name

runlevel: Displays the current and previous runlevel

clear: Clears the screen

Exploring with Manual

- man command
- info command

- command --help

Working With Vi Editor
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- Vi (Visual Editor) is the Standard Unix as well as

Linux Editor.

- Redhat added some features on vi called vim (vi

improved) automatically invoked when you open the vi

editor.

To Start vi:

or

vi Ffilename

Cursor Movements on vi Editor

Shortcuts

Description

Moves cursor

to Left

Moves cursor

to Down

Moves cursor

to Up

Moves cursor

to right

Moves cursor

one word ahead

Moves cursor

one work back

A O = | X @ T

Moves cursor
back

to one sentence

Moves cursor

forward

to one sentence

Moves cursor

above

to one paragraph

Moves cursor

below

to one paragraph
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e Arrow Keys also supported,

e To change the mode use esc key

Inserting and Append Mode

Shortcuts Description

A Append after the Current

Cursor Position

| Insert before the Current

Cursor Position

0 Append new blank line below

Append to end of line

I Insert at the beginning of

line

0 Append new blank line above

Delete word, line and character

Shortcuts Description

X Deletes current Character
NXx Deletes n characters

Dd Deletes Current Line

Ndd Deletes n lines

Dw Deletes the current word
Ndw Deletes the n words

Copy and Paste

Shortcuts Description
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Yc Yanks current Character

Yw Yanks Current Word

Yy Yanks the Current Line

Nyw Yanks the n words

Nyy Yanks the n lines

P Pastes the data after the
current cursor

P Pastes the data before the
current cursor

e u : Undo the recent changes

e U: Undo all changes on current line since the cursor
landed on the line

e _ or crtl+r : Redo

Searching the text

Shortcuts Description

/text Search the text in forward
direction

?text Search the text in backward
direction

N Find Next in same direction

N Find Next iIn opposite
direction

Save and Exit

Shortcuts Description
zwq Save and Exit
tw Write into Disk
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Quit without Save
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Working with Removable Media

Device Recognization

IDE Drive:

Primary Master /dev/hda
Primary Slave /dev/hdb
Secondary Master /dev/hdc
Secondary Slave /dev/hdd
SCS1 Disk:

/dev/sda, /dev/sdb

Floppy Disk: /dev/1dO

Before using any devices you should mount the device on
directory. Mounting is the process of activating the Device

and creates the link on directory.
Mounting Floppy
i mount /dev/fd0 /media/floppy
or
mount /media/floppy
Mounting CD-ROM

i. mount /dev/hd? /media/cdrom
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or
mount /media/cdrom
Mounting SCSI Flash Disks

In Redhat Enterprise Linux Flash Disks recognizition as
SCSI disk, to Use Flash Disk:

i. mkdir /media/flash
mount /dev/sda /media/flash

File Compression and Archiving:

tar i1s the standard archiving tool iIn Redhat Enterprise
Linux, which places more files/directories into a single
Tile so easier to move, backup and store.

To create the archive fTile:
tar cvf tafilename.tar inputfiles

example: tar cvf mytar.tar * : Which creates the mytar.tar
Tile by taking input of all files from the current

directory.

tar cvf mytar.tar filel file2 file3 : Which creates the
mytar.tar archive file of filel, file2 and file3.

To Test the archive file:

You can test the archive Tile by listing the all bundles

files.
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tar tvf mytar.tar : Which list all contents of mytar.tar
file.

To Extract the archive files:

tar xvf mytar.tar : which extract the files from the

mytar.tar.
File Compress and uncompress

In Linux you will get lots of tools for compress and

uncompress.

gzip is the unix standard compression tool, which
compress the text files upto 75%. When you compress
the file with gzip, you will get the file with .gz
extension and you should uncompress using gunzip

command .

bzip2 is the newer linux standard compression tool.
When you compress file using bzip2, you will get the
file with .bz2 extension and you should uncompress

using bunzip2 command.
Variables, Functions and Aliases

Variable: Named Memory Location, containing the values.
In Linux System, you will get the two types of variable,
one is called shell variable and another is environmental

variable.
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Shell Variable: Shell Variable available only on
particular shell means not available to other shell. You
can use the set command to display all environmental as
well as shell variables.

Environmental Variable: Environmental variable available
to all shell. You can use the env command to display all

environmental variables.

You can declare the variable just by assigning a value

into the variable.
EMPLOYEE_NAME=""ram”
You can print the value of variable : echo $EMPLOYEE_ NAME

Function: Function is a collection of similar
statements. You can create the function to execute a

series of command.

Creating function in command line
Syntax: functionname()

{

command 1

command 2

command 3

}
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To execute function just call the function by function
name : functionname

Allases: Aliases is called the shortcut of other

command .
Example:
alias mytar="tar cvf mytar.tar *”

use the alias command to display all aliases declared in

your system and use the unalias to clear the shortcut.

Example: unalias mytar
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Printing the Documents:

You have just created the document ! it’s time to print.
The printing system in Redhat Enterprise Linux is very
simple and flexible. Printers may be parallel, USB or
networked. Support 1is included for printing to remote
CUPS 1PP, Ipd etc.

You can install the either local or networked printer

using system-config-printer command
Ipr: this command sends the printing job to printer
Example:

Ipr filename : It will sends the printing job to default

printer

Ipr —Pprintername filename : It will sends the printing

Job to specified printer

Ipr —Pprintername -#5 filename: 1t will sends the

printing job to specified printer with 5 copies.

Ipg: This command is used to print the queue of printer.
Example:

Ipg —Pprintername

Iprm: This command helps to remove the queue from the

printer.

Example:
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Iprm printqueueid
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Finding Files and Directories

i. locate or slocate command

much Tfaster but less accurate command to search fTiles
or directories. It search 1In 1i1t’s database, which 1is
updated by cron daily schedule. 1f you want to update the
database use the updatebd command. 1t will search only on

directory having read and execute permission.
Example: locate test

Find command

Now you can work with the most accurate command for

search.

Syntax: find [path] [condition] [action]

Example:

1. find /Zetc —name passwd : it will find the file having
name passwd in /etc directory.

2. find /home -—user userl : it will find the files and
directories owned by user userl.

3. find /home —group training : it will find the files
and directories owned by training group.

4_ find / -atime +10 : it will find all files accessed
more than 10 days ago. You know that index table
contains meta information of TfTiles with different
timestamp 1.e Access Time, Modified Time and Change
Time. You can use the atime, mtime and ctime options.
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5.find /7 -type T : i1t will find all normal Tiles,
instead of T you can use the b for block device fTile,

d for directory, c¢ for character device fTile, 1 for
link file.

on the result of find command you can use the different

action like, copy, delete, compress, archive etc.

See by example:

1. find /tmp —type T —exec rm {} \; - 1t will search all
normal files In /tmp and remove all fTiles.

11. find /data -size +100M —exec gzip {} \; : It will
search all files having size more than 100M and compress
by gzip command.
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Introduction to String Processing Tools

head : display some lines from the top of Tfile by

default 10 lines. You can use the —n or --lines option to
display custom number of lines.

Example:

head /etc/passwd
head —n 5 /etc/passwd

tail: display some lines from the bottom of file by

default i1t displays 10 lines. You can use —n or --lines

option to display custom number of lines.
Example:

tail /etc/passwd

tail —n 20 /etc/passwd

sort : sorts the text of file iIn ascending or descending
order. By default i1t displays in ascending order and

doesn’t make any changes to original file.
Syntax: sort [options] file

-r - Reverse Order

-n: Numeric sort

-f - Ignore case
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-u : Unique Sort
-t : Field Separator
-k: Filed Number
Example: sort —-r —n —t: -k3 /etc/passwd

Cut: display some specific column from the file. Like if
you want to display only certain column data from file

then you can use the cut command.
Syntax: cut [option] file
-T : Specifties Tield number
-d: Field separator
example: cut —f3 —d: /etc/passwd

wc (Word Count): Prints the number of lines, words and

characters of file.
Example: wc filename

IT you want to print only number of lines or number of
words or number of characters you can use the -1 or —w or

—C option.

grep (General Regular Expression Processor) : displays
the lines In a file match a pattern. It can also process

standard input.

Example: grep root /etc/passwd
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Section 2

RedHat Certified Technician (RHCT)

Preparation

Can you do independently ?

e Server Preparation for FTP, HTT, NFS and Kickstart
Installation

e Redhat Enterprise Linux Installation through FTP, NFS,
HTTP and Kickstart

e GRUB Bootloader Configuration and Installation
e Linux System Initialization

e Init and /Zetc/inittab

e Controlling Standalone and Transient Services
e About Virtual File System

e Controlling Modules

e Creating Partition, File system and mounting

e Creating Swap partition, on/off the swap space
e /etc/fstab file configuration

e Mounting NFS, SMB Share

e Auto Mount

e Network Configuration

e IP Forwarding

e Controlling Routing Table

e DNS Client Configuration

e Installing, Upgrading and Removing Packages
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Installing Kernel

e About User, Group and Permission

e Managing Users

e Managing Groups

e Setting Permissions to user, group and others
e About Special Permissions

e Working with Startup Scripts

e NIS Client Configuration

e Installing Local and Networked Printer
e Managing Printer through HTTP

e Scheduling Cron Job

e X Window System

e Troubleshooting X Window System

e Configuring RAID Level 0/1/5/6

e Troubleshooting with RAID

e Configuring LVM

e Troubleshooting with LVM

e Quota Implementation

e Troubleshooting Linux boot process
Welcome to you in RHCT Section of this book !
Installing RedHat Enterprise Linux 5

We can install the RedHat Enterprise Linux Either from
Local CD-ROM or Network based Installation. In the daily
working environment we use the Network based Installation

because that is easy for us.
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In Network Based Installation you can choose one method
from FTP or HTTP or NFS. Before Starting Installation you

should prepare the server.

In exam you will not get the question of server preparation
for FTP or HTTP or NFS but in your daily administration

work It IS necessary.
Server Preparation for FTP:

FTP (File Transfer Protocol), which i1s used to upload or
download the files. FTP also can be a best installation
method i1f you site 1i1s already configured or going to

configure.

By default anonymous as well as real user can access the
FTP server but anonymous login into /var/ftp and can access
only the /var/ftp hierarchy directory. Similarly Real User

login into the user’s home directory.

IT you are planning to give access to anonymous then you
should copy all the contents of your RHEL 4 CD’s content
under /var/ftp hierarchy.

Go by example:

1. mkdir /var/Ttp/rhel4

2.15t CD

3. mount /media/cdrom

4. cp —rf /mediaZcdrom/* /var/ftp/rheld
5. umount /media/cdrom

6.2 , 3" and 4" CD
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7. mount /media/cdrom

8.cp —T /media/cdrom/RedHat/RPMS/*
/var/fttp/rhel4/RedHat/RPMS

9. umount /media/cdrom

10. chkconfig vsftpd on

11. service vsfTtpd restart | start

Server Preparation for HTTP:

HTTP (HyperText Transfer Protocol) , another method for
Network based RedHat Enterprise Linux Installation.
/var/www/html is the default directory for http service.
Just copy all the contents of four CDs into /var/www/html

hierarchy directory.

12. mkdir /var/www/html/rhel4

13. 15t CD

14. mount /media/cdrom

15. cp —rf /mediaZcdrom/* /var/www/html/rhel4

16. umount /media/cdrom

17. 2nd , 3™ and 4™ CD

18. mount /media/cdrom

19. cp —f /media/cdrom/RedHat/RPMS/*
/var/www/html/rhel4//RedHat/RPMS

20. umount /media/cdrom

21. chkconfig httpd on

service httpd restart | start

Server Preparation for NFS (Network File Services):
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Linux has the same method of sharing resources as Unix. All

sharing directory are listed in /etc/exports file.

/data *_example.com(rw,sysnc)

trusted.cracker.org(ro,sysnc) : which line shares the /data
directory from the local server to all the member of
example.com domain as well as trusted.cracker.org host. All
member of example.com can access the shared data in read
and write access mode but the trusted.cracker.org host can

access only in read only mode.

For NFS based Installation, you should share the RHEL cd

copied directory in /Zetc/exports.

Suppose | copied in /var/ftp/pub then, 1 have to write in
/etc/exports
Example:

/var/ftp/rhel4 *(ro,sync)
#service nfs start
#service portmap restart

#chkconfig nfs on
Starting Installation:

Minimum Requirements for RHEL Installation:

1. Better Pentimum Class CPU
2. 256 MB RAM
3. 2-6 GB Hard Disk.
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To start the Installation through any network based
installation method in client computer, your require the
Installation startup disks. That is available in 15t CD of
Redhat Enterprise Linux on images TfTolder. From RHEL4 no
longer available to support on Floppy, you require the USB

disks.

In images folder of 1°* CD, you will get the diskboot.img
image file, you need to create the image of this image file

into usb disk.

Creating the image of diskboot.img:
dd < diskboot.img >/dev/sda?

or

cat diskboot.img >/dev/sda?

IT you want to start the installation in client using cd,
just write the boot.iso in blank cd, using cdrecord

command .

When you start the Installation using the boot.iso cd, you
will get the boot: prompt where you will get more options.
In boot prompt, type linux askmethod command, which will
ask you to select the different installation method. Select
the Language, Keyboard options, 1i1f RHEL 1is already
installed In your system, 1t will ask you either fresh
installation or upgrade.
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Installation started suing either USB disk or boot.iso CD,

it will ask you the Installation method,

Select FTP to install through FTP server and
click on Next. It will ask for IP address assign
either statically or dynamically. Dialog will ask
for FTP server and Redhat Enterprise Linux
Directory, Specify the Server name and directory:
Example:

In our FTP server preparation, we have copied in
/var/ftp/rhel4 suppose server has IP address
192.168.0.254.

Server: 192.168.0.254
RedHat Enterprise Linux Directory: rhel4

Note: When you install as anonymously, automatically
anonymous Hlogin into /var/ftp directory, so you have
to write the path after default directory.

ii. Select HTTP to install through HTTP server and
click on Next. It will ask for IP Address assign
either statically or dynamically. Dialog will ask

for the HTTP server and Directory. Example:

In our HTTP server preparation, we have copied in
/var/www._html/rhel4 suppose server has [IP address
192.168.0.254.

Website name: 192.168.0.254
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RedHat Enterprise Linux Directory: rhel4

Default Directory for HTTP is /var/www/html, When you
use this method to install, you must specify the path

of directory after default directory.

. Select NFS 1Image to install from NFS shared
directory. When you click on Next it will ask for
IP Address for you machine, assign either static
IP or from DHCP server 1i1f DHCP server is

configured.

When you click on Next after assigning |IP
address, it will ask for the NFS server and

RedHat Enterprise Linux Directory:

In our NFS server preparation, we have copied all
CD”s contents i1n /var/ftp/rhle4 and shared that
directory.

NFS Server: 192.168.0.254
RedHat Enterprise Linux Directory: /var/ftp/rhel4d

In NFS based Installation, you should give the
shared path for directory. In server

/var/Ttp/rhel4 directory is shared.

We create the multiple partitions into the single due to

the performance, security, quota etc reasons. Generally
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RHEL 4 required only two types of partitions one iIs Linux
native and another iIs swap, but as per standardization, you
should create the multiple partitions. to install the RHEL
with standardization, you need to create the TfTollowing

partitions.

/ Linux Root directory

/boot Linux Kernel and Boot related files.

/usr Contains the User commands and Administrative
commands with sub directory

/var Log files, spooling fTiles, default cache
directory

/home User’s Home Directory

/opt Optional Directory for Third party Products

/tmp Directory for Temporary files and directory

/root root’s home directory

You can’t separate the following directories with /
/etc, /lib, /bin, /sbin, /dev/

After Creating the partitions, select the place for
bootloader either in MBR (Master Boot Record) or in First
Sector of Boot partition. MBR (Master Boot Record) is the
special area in First Hard Disk, which contains the

executable code to load the 0S from the System.

It will ask for the Firewall and SELinux feature. In

Your RHCE exam, disable the firewall and SELinux.
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root called the super user In Linux system iIs created
automatically at installation time, set the password for

root user.

Select the packages require to you When you get the package
selection dialog some default packages are selected, if you
require other then default packages select custom packages

selection option then select the packages required to you.

After Finishing the Installation, vyou will get the
install.log, install_.log.sys and anaconda-ks.cfg Tfile 1in
root’s home directory. install_.log and install.log.sys
files are colled log files created at installation time and

anaconda-ks.cfg is the sample kickstart configuration file.
Kickstart Installation:

In Previous |1 described about the different types of
installation. You have to wait in more time to install only
on one machine. Suppose now you have to install within 50
machines how much time will to spend !l and another
advantage 1s customization iIn Linux system at installation

time.

Yes Kickstart is the method, which creates the answer fTile
to install the Linux. When you start to installation you
should specify the answer Tfile name and location. Linux
will install by reading that answer file.

Preparing Kickstart Installation:

When you install Redhat Enterprise Linux, it creates the

anaconda-ks.cfg file, which 1is called kickstart sample
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file. IT you can modify that file, modify as per your needs
another way you have by using the GUI based kickstart

installation file preparation.

# system-config-kickstart

[ -
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Select options as per your needs and save into file.
Here is the sample output of Kickstart Installation file:

#Generated by Kickstart Configurator
#platform=x86, AMD64, or Intel EM64T

#System language
lang en_US
#Language modules to install
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langsupport en_US
#System keyboard
keyboard us

#System mouse

mouse

#Sytem timezone
timezone Asia/Katmandu
#Root password

rootpw —--iscrypted $1$YNZXHrUK$nl1IW5J35YcibwlcjwgcDMO

#Reboot after installation

reboot

#Install 0S instead of upgrade
install

#Use Web installation

url --url ftp://192.168.0.75/pub
#System bootloader configuration
bootloader --location=mbr

#Clear the Master Boot Record
zerombr yes

#Partition clearing information
clearpart --all --initlabel

#Disk partitioning information

part / --fstype ext3 --size 1000
part /boot --fstype ext3 --size 500
part /home --fstype ext3 --size 1000
part /var --fstype ext3 --size 1000
part /usr --fstype ext3 --size 6000
part swap --size 256

#System authorization infomation
auth --useshadow --enablemd5
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#Network information

network --bootproto=dhcp --device=ethO
#Firewall configuration

firewall --disabled

#XWindows configuration information
xconfig --depth=32 --resolution=800x600 --
defaul tdesktop=GNOME

#Package install information
%packages --resolvedeps

@ base-x

gnome-desktop

editors

graphical-internet

text-internet

office

server-cfg

web-server

mail-server

smb-server

dns-server

ftp-server

network-server

admin-tools

e @0 O o © © O © O O o © ©® ®

system-tools

)

printing

%post

useradd student
passwd -d student
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There are options, package selection, Post installation and
Pre-installation.

In Package selection it will list all selected packages by
group name with starting @, similarly, %pre section iIs used
to write the scripts to execute before starting the
Installation and %post section i1s used to write the scripts
to execute after iInstallation. Suppose after installation
in my class room, I want to create one user named student
with blank password on each and every machine. So I wrote
useradd and passwd command.
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Starting Installation through Kickstart

After creating the Kickstart installation file, either copy
in floppy or usb disk or copy on some directory share

through NFS or make accessible through ftp or http

IT you would like to start the installation through
Kickstart answer fTile copied in Floppy Disk.

boot: linux ks=floppy

IT you™"re booting from the Red Hat installation CD-ROM, you
can still refer to a Kickstart configuration file on a
floppy disk with the following command:

boot: linux ks=hd:fd0O:/ks.cfg

This assumes the Kickstart configuration file is called
ks.cfg and is located on the first floppy disk on your PC.
Alternatively, you can refer to the Kickstart configuration

file on a hard disk with this command:
boot: linux ks=hd:hda2:/home/mj/ks.cfg

This assumes the Kickstart configuration Tfile 1is called
ks.cfg and i1s located on the second partition of the first
IDE drive in the /home/mj directory. The syntax of this
command certainly looks strange; it"s been updated for Red
Hat Linux 9 and RHEL 3.

You don"t need to get a Kickstart file from a DHCP server.
To boot from a specific NFS or HTTP server on the network,
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say with an |IP address of 192.168.0.254, from the
/Kicks/ks.cfg file, type one of the following commands:

boot: linux ks=nfs:192.168.0.254:/Kicks/ks.cfg
boot: linux ks=http:192.168.0.254:/kicks/ks.cfg

However, even 1f you"ve specified a static IP address in
ks.cfg, this installation looks for IP address information
from a DHCP server. If not found, Anaconda continues with a

standard installation, not using the Kickstart file.
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Linux System Initialization:

POST BIOS Bootloader Kernel Init

A 4

A 4

A 4

A 4

When power on the system first it perform the POST (Power
on Self Test), then BIOS will initialize. BIOS initialize
the devices and select the boot priority device.

BIOS executes the IPL (Initial Program Locator) to execute
the Bootloader from MBR to load Operating System. In RHEL 4
GRUB (Grand Unified Boot Loader) is the standard as well as
default boot loader.

/boot directory contains the kernel, Initial ramdisks Tile
and boot loader configuration file.

/boot/grub/grub.conf 1i1s the main configuration Tfile for
grub bootloader. /boot/grub/grub.conf’s Symbolic link is

created in /etc/grub.conf.

GRUB is the most useful and more fTlexible boot loader in
Linux, which support for MD5 encrypted passwords as well as
provides the command prompt to modify or edit the boot

loader parameter.

For more details of boot loader commands and other
shortcuts see on the grub display screen. 1i.e c¢ for

command, e for edit and a for append.
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I explain how to work with grub command prompt at boot time
in troubleshooting sections.

Here i1s the sample configuration of grub boot loader.

default=0 : This line define to make default 0S 0 means
First Title will be the default 0S

timeout=5 : This line define the time to load the default
0S

splashimage=(hd0,0)/grub/splash.xpm.gz : This line define
the path and filename of splash image. By default Splash
Image is in /boot/grub/splash.xpm.gz. (hd0,0) means first
partition of first hard disk.
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hiddenmenu : This line define whether hidden the title menu

or not.

title Red Hat Enterprise Linux WS (2.6.9-5.EL) : Title of
0S to display on grub menu

root (hd0,0) : Assume the boot partition as a root (/)

kernel /vmlinuz-2.6.9-5_EL ro root=LABEL=/ rhgb quiet
: Path of Kernel file, mounting the root (/) file system as
a Read only mode. rhgb quiet defines whether start the X
server to display progress bar at boot time or not.
initrd /Zinitrd-2.6.9-5_EL.img : Initial RAM disk file.

To install Grub Boot loader:

grub-install /dev/hda : Which install the grub bootloader
on MBR.

Protecting Boot loader and Operating System.

IT anyone can access physically the system, then can go
for the single user mode from the grub prompt and will
change the password. 1Is GRUB Secure ? Noting is 100%
secure, it 1is your responsibility to make secure the

system.
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GRUB versiom B.93 (638K lower ~ 194496K upper memoryl

root Chdd,d)
kernel sunlinuz-2.4.21-4.EL ro root=LABEL=~
initrd 7initrd-2.4.21-4.EL. img

Use the t and 4 keys to select which entry is highlighted.
Press 'b° to boot, ‘e’ to edit the selected command in the
boot sequence, ‘c’ for a command-line, ‘o’ to open a new line
after ('0° for beforel) the selected line, ‘d’ to remove the
selected line, or escape to go back to the main menw.

<« edhat

Grub in Edit Mode

We can set password for passing kernel argument and another
is to boot the operating system. You have choice whether

want to enter plain text password or encrypted !

To encrypt the password:

#grub-md5-crupt

Enter the password, it will display the output in encrypted
format. You can set eilther encrypted or plain text

password.

Default=0
timeout=5

splashimage=(hd0,0)/grub/splash.xpm.gz
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#password=redhat : Setting plain text password for kernel
arguments

password --md5 output of grub-md5-crypt :- Setting
encrypted password for passing kernel argument. When user
enter this password only then can modify the boot loader
parameters from grub prompt at boot time.

/boot/grub/splash._xpm.gz.

hiddenmenu

title Red Hat Enterprise Linux WS (2.6.9-5.EL)
#password=redhat : Setting OS load password, when user try
to load Operating System, it will ask for the password, if
user will give correct then only Operating System will
load.

password --md5 output of grub-md5-crypt
root (hd0,0)

kernel /vmlinuz-2.6.9-5.EL ro root=LABEL=/ rhgb quiet
initrd Zinitrd-2.6.9-5_EL.img : Initial RAM disk file.
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When you select the Operating System from Bootloader, then
kernel of OS starts to boot the system. Kernel will
recognize the devices connected on system, loads modules
(driver) to recognize the devices or to support extra file
systems.

When Kernel perform these tasks, i1t will hangover to the
init program. Init is the most import program in Linux
Operating, which perform non-TCP/IP services iIn Linux by
reading the configuration from /Zetc/inittab.

Here is the sample /etc/inittab Confiuration file:

id:5:initdefault:

# System iInitialization.

si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc O
I1:1:wait:/etc/rc.d/rc 1
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12:2:wait:/etc/rc.d/rc
13:3:wait:/etc/rc.d/rc
14:4:wait:/etc/rc.d/rc
15:5:wait:/etc/rc.d/rc
16:6:wait:/etc/rc.d/rc

o 00~ WDN

# Trap CTRL-ALT-DELETE
ca::ctrlaltdel:/sbin/shutdown -t3 -r now

# When our UPS tells us power has failed, assume we have a
few minutes

# of power left. Schedule a shutdown for 2 minutes from
now .

# This does, of course, assume you have powerd installed
and your

# UPS connected and working correctly.
pf::powerfail:/sbin/shutdown -f -h +2 ""Power Failure;

System Shutting Down'

# 1T power was restored before the shutdown kicked in,
cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "*Power Restored;

Shutdown Cancelled™

# Run gettys in standard runlevels
1:2345:respawn:/sbin/mingetty ttyl
2:2345:respawn:/sbin/mingetty tty2
3:2345:respawn:/sbin/mingetty tty3
4:2345-respawn:/sbin/mingetty tty4
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5:2345:respawn:/sbin/mingetty tty5
6:2345:respawn:/sbin/mingetty tty6

# Run xdm in runlevel 5

x:5:respawn:/etc/X11/prefdm -nodaemon

Standard Run Level in Linux

0 - halt
1, s , single - Single user mode
2 — Multiuser

3 - Full multiuser mode

unused

4
5 — Mullti user with GUI (Graphical User Interface).
6

reboot

runlevel command displays the current and previous
runlevel.

init runlevel changes the runlevel In current session.

Init program reads the configuration from /etc/inittab to
identify the default runlevel as well as to execute the
runlevel specific scripts.

id:5:initdefault:

The above line In Zetc/inittab file defines the default
runlevel to boot system. If you left blank in the runlevel
value, System will boot in runlevel 9 that is undefinied.
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IT you pass the other runlevel from bootloader it will
override to default runlevel specified iIn Zetc/inittab.
Example:

Press a shortcuts in grub prompt and type the runlevel to
boot the system.

ro root=LABEL=/ rhgb quiet s

When you pass s arguments, system will boot in single user
mode.

The below lines defines the System Initialization and run

level specific scripts.

si::sysinit:/etc/rc.d/rc.sysinit : System Initialization
Scripts, init executes first rc.sysinit scripts to

initialize the system.

10:0:wait:/etc/rc.d/rc O : Runlevel specific Scripts for
runlevel O
I1:1:wait:/etc/rc.d/rc 1 : Runlevel specific Scripts for

runlevel 1

12:2:wait:/etc/rc.d/rc 2 : Runlevel specific Scripts for

runlevel 2

13:3:wait:/etc/rc.d/rc 3 : Runlevel specific Scripts for

runlevel 3
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14:4:wait:/etc/rc.d/rc 4 : Runlevel specific Scripts for

runlevel 4

15:5:wait:/etc/rc.d/rc 5 : Runlevel specific Scripts for

runlevel 5

16:6:wait:/etc/rc.d/rc 6 : Runlevel specific Scripts for

runlevel 6

init program reads the /etc/inittab file and provides by
default 6 terminals for Console Logins and One for GUI

Logins.

:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty tty5

o 0o~ WDN PR

:2345:respawn:/sbin/mingetty tty6
You can add more terminals in /Zetc/inittab file
8:2345:respawn:/sbin/mingetty tty8

After writing this line either reboot the system or use the
init q command to re-examine the /etc/inittab file.
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Controlling Services:

Daemon 1#s service runs on background and provides the
system services. In Redhat Enterprise Linux two types of

services are available.

i. Standalone

ii. Transient or controlled by xinetd

Standalone services are located iIn /etc/init.d. They can
start or stop without the dependency of other services.

To check the status of services:
# service servicename status

To start the service:

# service servicename start

To restart the service:

#service servicename restart

To stop the Service

# service servicename stop

service command start or stop the service for current
session. To start or stop the service automatically at next
reboot, you should set on or off status using chkconfig or

ntsysv or system-config-services command.
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#chkconfig --list : List all services with runlevel

specific on or off status.

# chkconfig servicename on : Service will automatically

start on reboot.

#chkconfig servicename off : Service will not start on

reboot.

#chkconfig --add servicename : Service will add on service
list

#chkconfig --del servicename : Service will delete from

service list.
Another way of on or off the serve is using ntsysv tool.

When you entered ntsysv command on console command, Yyou
will get dialog like, you can select the service, which you
want start at boot time and can de-select to do not start

at boot time.

Dialog of ntsysv
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| AlRdlaE |

el aorvicer she i e sioslically starbcd?

if you enjoy working with the GUI version tools there is a
tool to manage to service named system-config-service,
using this dialog you can start or stop or restart the
service fTor current session. As well as on or off the

service for next boot.

Dialog of system-config-service

Leading the way in IT testing and certification tools, www.testking.com

-58 -



RH302

TR T T T - T
Fil: wie Mlwe Bl Kisbisd  Hep

F D % L @&

Sur g dmaam Jew finene
Ll B o Halled < Fiv] Fuilbsp =
[T | e
B pasen ] ol AL s B 0y e B i
A amred
[ wwraben |
A
v s

“Hmn

; | bt CE TR ST e PR T TE AR I e ) |
Ll (haijm
[l caspreala
A ced

M e

| i 7] ]

Transient Service:

Transient service also background service controlled by
xinetd super daemon. All transient daemon will reside in
/etc/xinetd.d directory. Eg telnet, rlogin etc are called
transient daemon.

To start or stop transient service
